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Enable Remote Workforce Access
with Zero Trust Security
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How Ping and Zscaler Work Together
With the joint solution, Zscaler protects the application, while Ping verifies the user. Applications sit behind the Zscaler Zero Trust
Exchange, reducing the attack surface and effectively hiding it from bad actors. The use of PingFed’s authentication policies assures
that only authenticated users have access. When you integrate Zscaler’s access solutions with PingFederate, you strengthen network
security by adding user and device context to your software-defined perimeter and establishing connections only when access criteria
are met.
Zscaler Private Access (ZPA) replaces VPNs and protects traffic into the network. ZPA works with Ping’s powerful federation and multifactor authentication (MFA). User and group provisioning and updates happen in real-time to enforce access policies and ensure that
only authorized users can view and connect to private apps and data.

Figure 1: How Zscaler Private Access (ZPA) and Ping work together.

While ZPA protects private applications, Zscaler Internet Access (ZIA) protects users accessing the internet. ZIA is a secure internet
and web gateway delivered from the cloud. It also supports real-time user group provisioning and updates to enforce access policies
and secure access.

Figure 2: How Zscaler Internet Access (ZIA) and Ping work together.

What Are the Benefits?
Secure & Seamless Workforce Access: Use identity-defined Zero Trust security to provide your increasingly remote
workforce with secure and seamless access to on-premises and cloud applications.
Rapid Provisioning: Provision user-based security and authentication in a snap to safely enable cloud applications.
Seamless Integration: Easily integrate Ping+Zscaler with federated identity solutions using SAML.
Centralized Control: Maintain centralized control over identities and automate synchronization of Active Directory group
membership.

Ping Identity
Ping Identity (NYSE: PING) envisions a digital world powered by intelligent identity. We help enterprises achieve Zero Trust
identity-defined security and more personalized, streamlined user experiences. The Ping Intelligent IdentityTM platform
provides customers, employees and partners with access to cloud, mobile, SaaS and on-premises applications and APIs,
while also managing identity and profile data at scale.

Zscaler
Zscaler (NASDAQ: ZS) accelerates digital transformation so that customers can be more agile, efficient, resilient and secure.
The Zscaler Zero Trust Exchange protects thousands of customers from cyberattacks and data loss by securely connecting
users, devices and applications in any location. Distributed across more than 150 data centers globally, the SASE-based Zero
Trust Exchange is the world’s largest inline cloud security platform. Learn more at zscaler.com or follow us on Twitter @zscaler.
For more information about how Ping+Zscaler can help your business, contact us.

Ping Identity envisions a digital world powered by intelligent identity. We help enterprises achieve Zero Trust identity-defined security and more personalized, streamlined user experiences. The
Ping Intelligent Identity Platform provides customers, employees and partners with access to cloud, mobile, SaaS and on-premises applications and APIs, while also managing identity and profile
data at scale. Over half of the Fortune 100 choose us for our identity expertise, open standards leadership, and partnership with companies including Microsoft, Amazon and Google. We provide
flexible options to extend hybrid IT environments and accelerate digital business initiatives with multi-factor authentication, single sign-on, access management, intelligent API security, directory
and data governance capabilities. Visit www.pingidentity.com.
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